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ABSTRACT

In this paper we address the issue refated fo privacy, security, complexity
and implementation, various adversaries exist which hamper the secure
multipary computation. In the secure multipary computation, a set of
parfies wishes fo jointly compufe some funclion of their inputs. Such o
computation must preserve cerfain securily properties, like privacy and
correciness, even if some of fhe participating parties or an external
adversary colludes fo attack the honest parties.

Introduction

A main issue that arises during data mining is of data privacy. Privacy may be
needed sometimes due to law or somefime due fo business needs. Data sharing is
also privileged for mutual benefits while keeping the privacy and security in mind.
Large amount of data is represented as sefs or multi-sets, including rmany databases.
For example, secure multi-party computation (SMC) techniques which utilize a
layout of multi-set operations leads to the design of efficient and secure protocol.
In order to achieve more efficiency and flexibility, we can define two types of security,
owner and data. Protocol that achieves both types of security can secure personal
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as well as compound data. For achieving this, various protocols have been designed
and developed which have mechanisms like cryptography, anonymizer and trusted
third party (TTP) so that we need not compromise on security. We are also going to
propose a protocol for the same in this paper.

Secure Multi-Party Computation

In SMC, there are n parties who want to compute their private data jointly and get
the result. The main parameter in SMC is to maintain the privacy of individuals and
the correctness of result.

Various works have been done in secure multi-party computations based on various
practical problem-solving strategies. Mikhail J et al. investigated how different
computational geometry problems can be solved in a co-operative environment.
Atallah solved two parties problem based on their individuals data but wﬁhouf
disclosing either parties’ private data [Atallah, 2001].

Yao initially proposed this problem [Yao, 1982], his first solution uses a centralized
TTP which is selected by majority of honest parties, and shows synchronous system
with cryptography [Goldreich, 1987]. Yao also presented a secure protocol for
Yao's millinaries problem in which each of the two participating parties have o
number and the objective is to determine whose numberis larger without disclosing
any information about the numbers. Yoo had demonstrated analytically os well as
experimentally the performance characteristics and security and proved that for his
range of numbers, his protocol is superior [loatemnnies, 2003} .

Nabil R. Adam and Shoshani A described a security control method and
characteristics problem for statistical data base [Nabil, 1989; Shoshani, 1982].
Agrawal R. ef al. has worked extensively in the field of multi-party computations
which have been propelled by the hope to be able to provide statistical information
without compromising private information of individual [Agrawal, 2000].

There are various techniques, which have been proposed earier such as data
perturbation, clustering, and query restriction. A query restriction was proposed by
restricting the size of query result and controlling the overlap amongst successive
queries [Dobkin, 1979; Fellegi, 1972; Denning, 1979]. Yu Ct et al. proposed
clustering technique by clustering the entity into mutually exclusive atomic population
[Yu, 1977]. The perturbation technique includes swapping between records
[Denning, 1982]. An exact disclosure occurs if by issuing one or more queries;
user can determine the exact value of confidential aftribute of an individual. A
partial disclosure occurs if a user is able to obtain an estimator whose variance is
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below a given threshold. Two methods are adopted for modifying value field from
statisfics literatures; they are value class membership and value distortion membership
[Conway, 1974].

Chris Clifton ef al. presented the various type of privacy, which need 1o be studied
when going for secure multi-party computation [Clifton, 2002]. Yucel Saygin et al.
presented different methods namely secure sum, secure set union and secure set
intersection. They were used for privacy preservation [Saygin, 2002]. Malin B et al.
worked on concept of scalar product protocol for SMC [Malin, 2005].

The SMC Problem is one of the most fundamental problems in security issues.
Suppose aset of n players that wants to compute the result of a common function !,
Then the security means correctness of output as well as privacy of players even in
presence of malicious players. [f we assume that there exist a TTP, then the problem
become easier but the security is not up to the point. Lindell presents the concept of
general composition and universal composability [Lindelf, 2003]. Trevathan et al.
describe the privacy preserving association rules and uses the concept of support
and count for maintaining privacy during computation. Main drawbacks of these
techniques are efficiency and communication complexity [Trevathan, 2005].

The SMC on anonymity is implemented in secure broadcast, One can apply SMC
protocols [Trabin, 1989; Cramer, 1999] and obtain general t-secure MPC with t <
N/2. Yuval Ishai et al. define a statistically-secure reduction from the private anonymity
functionality [Yuval, 2006]. It therefore suffices to reduce the broadcast functionality
to private anonymity. [t turns out that this fype of reduction is implicit in the work of
Ptzrmann and Waidner on obtaining fully resilient broadcast using preprocessing
[Ptzmann, 1994].

Proposed Protocol

The entire literature uses TTP to solve SMC problems but now days, a party cannot
trust TTP so the TTP can do the computation and the privacy is performed by the
parties itself. Our proposal is to use anonymizer so that the party can hide its own
the identity. We make the following assumptions:

1. TTP computes the result of the function y=f{x, x,,...,x } correctly.

2. Each party with their input can communicate with a trusted anonymizer, A
trusted anonymizer (A} is a system that acts as an infermediary between the
party having the input and the TTP which will carry out the computation. Thus,
A hides the identity of P, (Party} from the TTP
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3. TTP has the capability to announce the result of the computation publicly.

4. The communication channels used by the input providing parties to
communicate with the anonymizers are secure. Thatis, no body can catch the
data transferred between them.

5. The anonymizer in any condition will not disclose the identity of the data
source, from which it is forwarding the data to the third party. Anonymizer
never stores data.

Formal description of Proposed Protocol

Qur protocol is based on three layers namely computation layer, security layer and
input layer. In Figure 3.1, there are n parties P, P,...P, each having input x that
will be used in computing y=f{x,, x,.....x ). To cclculcn‘e the value, each input
providing parly P. takes the following steps in the form of an algorithm [Mishra,
2007b].

Algorithm

1. PI' Pz, ..., P_ are parties;

A, Ay - A are anonymizers;

Generate a random key, R as an identifier for each P;
Compute d=x| |R;

P. =  LALA, .

S

/* P. randomly selects an anonymizer A through which Pi will communlccte
with the UTP s the function which select Afromthe A, A, A Y/

6. Sendd 10AI;
7. ASendd toUTP;

/*The UTP takes each data unit d, and extract xi and R. from it.*/
End
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Performance and Security Achieved by Protocol

Above protocol performs satisfactorily as per need. As R. was generated by the P,
randomly, and A, has hidden the identity of P. from UTE UTP does not have any
way to find out from which P, the current data is coming means P's identity is
hidden. UTP then calculates the value of the function y=fx,, x,... x ) and announces
the results publicly so that each P, can see the results. In case the participating
parties do not want the results of the computation to be publicly accessible, UTP
can return the results of the computation fo A’s. Itis now the job of the A to return
the result to the P, that has submitted the datd through it.

Inthe worst case scenario, the third party can, at most, publicly announce the data
it got from the anonymizers. Even though this seems to be a serious flaw, but as the
only identity for the actual source of data is the randomly generated key R for each
data source P, third party can post only triple (x, R, A) pairs. As there is no direct
relation amongst x, R and A, it is difficult to mop each triple (x, R, A)to a unique
P.

i

Now let us take the case that out of the n data providing parties, k parties cooperate
to uncover the data of the remoining n-k parties. Here, the UTP has posted a set of
triples M==. The k adversary parties can remove their k triples from M, leaving M¢
containing records for remaining n-k parties. Now, in order to assign each of the
remaining n-k records to respective Pi, the total number of permutations that they
will have to try is {n-k}, which cannot be done in polynomial time. This non-
polynomial complexity of problem is desirable from the view point of the security to
be achieved.

Performance of Protocol in Various Conditions

Case-1: Letthere are n parties working with fixed set of anonymizer respactively,
The probability of one anonymizer become malicious will be 1/n. Thus the probability
of k anonymizer become malicious will be k/n {where k < n).
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Figure 1 Probability of security breach for n parties with fixed number of
anonymizer against malicious anonymizer

Figure 1 depicts that as malicious anonymizer increases the probability of failure
increases linearly,

Case-2: Letthere are n parties and same number of anonymizer. Here anonymizers
are selected randomly. The probability of any anonymizer become malicious is 1/n.
To choose this anonymizer the probability is 1/nx1/n.ie. 1/n?,

Pr=1/n?

Therefore probability of k anonymizer will become malicious is k/n2.

Out of n anonymizers the probability of selection of one such type of anonymizer
will be

Pr=1/n?x1/n
Pr=1/n®

Out of n anonymizers the probability of k anonymizers will become malicious will

be

Pr=k/n®

40



Figure 2 Probability of security breach for n parties with randomly selected
anonymizer against malicious anonymizer

Figure 2 depicts that as number of anonymizer increases and selected as ra ndomiy
the probability of failure will also increase linearly.

Case-3: Suppose there are n parties and m anonymizer and any party can select
any anonymizer randomly then the probability of selection of one anonymizer will
be 1/m. Similarly the probability of any anonymizer to be malicious will be 1/m.
Therefore the probability of any anonymizer to be malicious is 1/m2. Hence the
probability ot k anonymizer become malicious is k/m? and probability of selection
for these anonymizer will be k/nm?. In this case some times it may happen that
some of the anonymizer will sit idle and some will be over loaded. Therefore there
is no proper distribution of packets. If a party finds that an anonymizer is behaving
maliciously then af the time of selection it can be ignored.

Figure 3 Probability of security breach for n parties with m randomly sefected
anonymizer against malicious anonymizer.
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Figure 3 depicts that as malicious anonymizer increases the probability of failure
will also increases by 1/m?2.

The simulated program for the protocol described above has been run for
approximately 10000 times each, by keeping one TTP’s working with fix set of
anonymizer, randomly selected anonymizer and n parties and m anonymizers. The
resuls of the simulation are shown through various graphs. These graphs show
that in case-3 as in this case security is dependent on fotal number anonymizers,
as the number of anonymizer increases probability of the preserving privacy of
individual also increases.

Conclusion

The best solution for the entire problems stated above is to acquaint a third party,
who has the assurance and belief of all parficipants is called as trusted third party
{abbreviated as TTP). The TTP will execute all the calculation after receiving the
complete data from all the participants, The result is good encugh until TTP is
honest. As soon it losses trust of any participants the system will fail.

Finally, it is accomplished that, at the initial stage of our research work the main
stress was given to the privacy and security of data and partfies. Forthis reason we
infroduced the concept of anonymizer for maintaining the privacy. During the time
span of research work, we come to know that correctness is also equally essenfial
feature of SFE. So later on it was specially taken in mind. During the analysis of the
correciness in SFE, the effect of adversaries came into the scenario. Therefore the
unigue concerns were faken for minimizing the effect of adversaries.
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