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Abstract

systems are increasingly being used to solve basic day-
to-day problems. Chatbots such as Alexa and Siri play 
a big role in our day-to-day life with our reliance on 
these systems increasing by the day. The use of AI and 
ML systems is being increasingly explored, in fraud 
detection. particularly for the detection of fraud health 
insurance claims submitted by providers. Recently, 
several studies have leveraged AI/ML techniques to 
develop health claims fraud detection models with close 
to 100% accuracy rates. These models are fully reliant 
on the machine for feature selection, training from the 

with very little human intervention. This paper looks at 
the limitations of the deep learning-based AI and ML 
models in the case of health claims fraud detection, and 
the associated challenges and implications. We then 

human intelligence for prompt and comprehensive fraud 
control to address the challenges and how organisations 
can use AI/ML responsibly for fraud detention without 
impacting the patient experience and health outcomes.
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The use of AI/ML in everyday life is quite pervasive, to the extent 
that we do not even realise how much our lives are dependent on it. 
Right from using Alexa to getting a forecast on the weather to using 

advise us to make our life easier and smoother. AI/ML has become 
an integral part of how we see and perceive things around us, with 
anyone having a smartphone being a potential user of AI/ML. As per 
the GSMA State of Mobile Internet connectivity report 2020, 3.8 billion 
people were using mobile internet by 2019 and estimated that there 
would be 1.8 billion 5G connections by 2025. Further, three-quarters 
of all current mobile internet users live in low- and middle-income 

AI/ML systems can scan through millions of data records in 
fractions of seconds, analysing an individual’s historical purchase/
preference history, comparing it to other users and creating clusters of 
similar individuals to come up with a personalised recommendation 
for each one [2]–[4].

Recently, the use of AI/ML techniques in fraud detection has 
increased substantially, particularly for health insurance claims. 
Several research articles have looked at the development of machine 
learning models for this such as Neural networks, Random forests, 
Support Vector Machines, Bayesian Models etc. These models boast 
a high accuracy and precision in being able to detect and classifying 
fraud claims [5]–[12]. Recently, the use of deep learning models has 
become increasingly popular, given the high accuracy rates that can 
be achieved [13]–[15], some models even claim to reach an accuracy 
of 99.99%.

The use of AI/ML in this area, however, comes with its own set 
of challenges, given the complexity and diversity of health systems, 
alternative medical treatments that may be applicable for the same 
ailment depending on the patient’s pre-existing medical conditions 
and the evolving nature of diseases and adoption of new treatment 
therapies. For instance, the emergence of the COVID-19 pandemic 
and the associated set of treatment therapies, drugs, and vaccines 
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disrupted the entire functioning of health systems and resulted in 

years [16]–[18]. Further, as several studies have pointed out, health 
systems themselves have certain inherent limitations which make 
them particularly vulnerable to fraud and abuse by providers- in the 
form of information asymmetry between the doctor and payer about 
the true medical condition of the patient, the incentive incompatibility 
in case of fee-for-service models which result in excess billings/ 
treatments and uncertainties and complexity of health systems due to 
multiple stakeholders and the emergence of new infections, diseases 
etc.[19]–[23].

Before proceeding, it would be helpful to look at the key types of health 

which are not required or admitting patients in the hospital when 

separately for services that are already included in the procedure cost 

All these different types of fraud have certain nuances and need to be 
addressed using different approaches to enable the machine to learn 
and train from the data.

The area of fraud detection has been using machine learning algorithms 
for the past few years now. In most industries, genuine transactions 
account for a majority of the transactions, and events of fraud are few 
and rare. Machine learning models help to identify the patterns in 
these rare events and are frequently used for prediction and analysing 
key drivers of fraud. [28]–[30]. Some of the models used are:

Logistic Regression: The use of Logistic Regression for fraud detection 
is being done for several decades now. Logistic Regression models are 

be predicted takes binary values. This makes it an ideal candidate to 
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identify fraudulent transactions by assigning a binary value of 1 or 
0 to the transactions to indicate if they are fraudulent or not. These 
models help to assign probabilities to each claim about the likelihood 
of it being a fraud [31], [32].

Decision Trees: Similar to Logistic regression models, decision trees can 

particularly helpful when we are working across different segments- 
such as different geographies, different types of industries etc which 
may have different patterns of fraudulent activities and hence different 
independent variables which impact the fraud, which can be used as 
different nodes of a decision tree and obviates the need to develop 
separate models for each of these segments [11], [33], [34].

Deep Learning such as Neural Networks: The use of Neural networks 
have been fairly recent, these deep learning models operate in the 
form of a black box, on a system of layered neural networks, which 
operate similar to human brain neurons. The neural networks act as 

processed to identify the underlying patterns in the labelled data to 
identify fraud vs genuine transactions. Since deep neural networks 
leverage several hidden layers of such networks, their accuracy in the 

high and further improves as they are trained on more and more 
labelled data [13], [35].

We now proceed to look at some of the key challenges and limitations 
in applying AI/ML techniques to fraud detection in health claims.

Machine Learning Techniques require accurately labelled data: 
Machine learning models and algorithms learn how to categorise 
and classify claims as fraud or genuine, looking at historical trends, 
analysing patterns and characteristics for these categories and the key 
differentiating factors between them. This requires correct labelling 
of the historical data- claims as fraud and genuine. However, several 
research studies have established that a bulk of healthcare fraud 
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banking or credit cards, where it is easier for a customer to detect 
and report fraud transactions by looking at the account statement, 
detecting healthcare fraud is not as straightforward due to various 

of when fake claims may be getting submitted and approved using 
the individual’s policy. Further, given the information asymmetry 
between the provider and patient /payer regarding the patient’s true 

for the patient to identify if unnecessary or inappropriate treatments 
are performed or even if the procedure billed for is different from the 
one performed given the complexity of medical terminology. Thus, 
a bulk of healthcare fraud goes undetected, and transactions that 
are being used to train the machine as apparently ‘genuine’, may be 
fraud, making the input data set unreliable. Inputting this incorrectly 
labelled data into the model may result in missing out on important 
patterns of the fraud claims.

Accuracy of Input data: The power of the AI/ML algorithms is 
determined to a great extent by the quality of data being submitted. 
Till recently, claims were submitted in the form of paper records or 
had to be coded manually which led to coding errors and omissions. 
This greatly impacted the actual in-production accuracy of the fraud 
detection models. Further, most providers especially in developing 
countries still use handwritten notes and prescriptions which are not 
easy for the machine to read [38]. Recent advancements in electronic 
health records address that to some extent, however, the adoption has 
been slow and the capability to integrate and synthesise the health 
data continues to be a challenge.

Deep Learning models and Black box environment: Several research 
studies have highlighted the challenges of deep learning models and 

to distinguish between the fraud and non-fraud claims. [39]–[41]. In 

‘fraud ‘ transactions and then explain them clearly to providers. If 
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it leads to a breach of trust between provider and payer leading to 
denial of care and adverse patient health outcomes [42], [43].

Non-translatability of results into actions: Most deep learning-based 
studies only provide the accuracy without really specifying the 
individual factors driving the fraud or details of the patterns observed 

processes and policies, and the kind of medical protocols to introduce 
to control the fraud. 

Inconsistency with payer objectives: Another risk associated with the 
complete reliance on machine-based algorithms is that they may 
make decisions and take actions which may not be fully consistent 
with the payer organisations’ objectives. Machines typically tend 
to do unconstrained optimisation which often leads to local optima 

automated AI engine may start pending or declining or high-risk 

of fraud control, but may impact other objectives such as optimising 
the patient and provider experience.

The use of results coming from a black box model has serious 
implications when it comes to a sensitive area such as health insurance 
as adjudication of healthcare claims needs to be very precise. An 

claim as ‘fraudulent’ or vice versa has serious implications for the 
stakeholders involved.

The evolving nature of healthcare fraud: Fraud in any industry is dynamic 
in nature and keeps evolving. Similar to a ‘cat and mouse game’, the 
fraud manager keeps trying to identify fraud and close loopholes to nab 
the fraudster, while fraudsters keep thinking of new ways to commit 
the act once the previous modus operandi is exposed. Similarly, 
providers also try to identify newer ways to commit the fraud and 
cover up their actions, often colluding with other players and making 
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several different entities ranging from telemedicine executives, the 

testing laboratories, pharmacies, and medical practitioners, for their 
alleged participation in health care fraud schemes worth $6 billion. 
Over $4 billion of the fraud losses had occurred from a relatively new 
type of healthcare fraud related to telehealth. [45]. In such scenarios, a 
model which has been trained on past fraud trends may not be able to 
identify new types of frauds as they emerge and evolve.

Non-generalisability in case of emergence of new disease trends/ infections: 
There is a lot of uncertainty in the health systems owing to the 
emergence of new diseases, recurrence of infectious diseases, and 

model cannot be directly applied to these new situations. For eg., 
Machine learning models had not seen claims submitted for COVID 
in the past and that too in such huge numbers. Thus it may be easy for 
the machine to confuse such claims as a new fraud trend or identify 
hospitals reserved for COVID treatment as ‘outliers’.

Full autonomy to AI: The need for ensuring that these systems ‘behave’ 
in the way they are supposed to and not get out of control is equally 
important. Giving full autonomy to AI/ ML systems to make a decision 
is fraught with several risks, especially in the case of time-sensitive 
matters of healthcare where a single incorrect adjudication decision 
may result in either denial of care or compromising the quality of care 
or passing on the payment burden on the patient. In the recent past, 
adverse events like where FB’s chatbots going rogue or auto-pilot 
vehicles not taking timely decisions have resulted in several accidents 

ML models in a sensitive area involving patient health is extremely 
risky.

Given the challenges mentioned above, it becomes adequately clear 
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that the use of the AI/ML approach must be reinforced by human 

user experience, they must be developed with a good understanding 
of the domain and the problem statement to which it is applied. In 
the case of fraud detection, the use of AI and ML must be augmented 
with the knowledge of data scientists and experts of domain experts. 

the actions emanating from the models for fraud control remains with 
humans and can be corrected. [48]–[50]

Data Collection: Right at the stage of data collection, it is advisable to 

system, rather than getting the information in paper documents or 
uploaded images. [31]. Standardised formats for documents that are 
considered mandatory for the claims processing should be developed 
in the claims system and auto-populated to create standardised 
diagnostic reports, discharge summaries etc. This will help to create 
structured and unstructured data which can be analysed by the machine 
as opposed to handwritten documents. Most developed countries are 
now moving to the leveraging of electronic health records -In South 
Korea, the EHR adoption rate has steadily increased from 15.1% in 
2010 to 58.1% in 2015, in Japan the same increased from 21% in 2008 
to 53% in 2014. [51], [52] Between 2007 to 2018, the average adoption 
rates of hospitals in China increased from 18.6% to 85.3%, Similarly 
in Germany, the usage of EHRs in German hospitals increased from 
39.9% in 2007 to 68.4% in 2017 [53] while in the US, it increased from 
9.4% to 96% from 2008 to 2017. [54]. Natural language processing 
algorithms can then analyse these electronic health records in a faster 

the administrative burden on providers by generating automated 
clinical notes in the IT system instead of typing long medical/OT 
notes.[55], [56]

Data Ingestion and Treatment: During this stage, data checks and 
validations are performed to ensure that missing values and outliers 
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Outlier treatment is performed to ensure that the data is clean. The 

on a backup version of the data and not on the original data itself with 
no ability to write or update any data. At this stage, any new trends of 

Figure 1 below provides a summary view of the data pre-processing 
steps consisting of Outlier and missing value treatment to ensure that 
the appropriate records are included in the analysis. Various data 
elements from different platforms such as patient, hospital, claims, 
pharmacy etc are integrated to get a comprehensive view of the entire 

Feature selection and segmentation: Care must be taken at the feature 
selection stage itself to input variables based on the domain 
knowledge and expertise. Though the machine may be capable of 

should be provided by the medical experts to identify those which 
make logical sense in the business context. This in turn helps to 
identify factors that may be correlated spuriously and reduce false 
positives. Once these factors are selected by experts, the same can 
then be inputted into the machine to identify those which provide the 
best differentiation between the fraud and non-fraud transactions. 
In case of healthcare fraud, given the various nuances, the following 
segmentation strategies may be adopted:

By specialities: Given that different specialities/procedures have 
different criteria and nuances in terms of the level of care needed 

for each speciality separately to identify the fraud. This would help 

require surgical interventions and a long length of stay. These are 

such as fever etc which may be either outpatient/or with a few days 
of inpatient care and require no surgery or those of Oncology which 
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may require multiple sessions of chemotherapy over a prolonged 
period. Each speciality thus has its own underlying patterns of claims. 
It is essential to factor in such patterns while developing models.

By Regions: Different geographical regions also tend to show 
differences in fraud trends and rates. This may be so, since different 
regions may have different demographic populations with different 
disease burdens. For example developed countries such as the USA, 
UK, and Japan have a higher proportion of the elderly population, 
and lifestyle-related diseases are more predominant as compared to 
tropical developing countries such as India, Kenya, and Bangladesh 
where the population is younger but infectious diseases such as 
malaria, TB, typhoid are more common. Thus, regional variations 
also need to be accounted for in the models.

By Provider Type: Healthcare facilities range from small physician 
clinics, community health centres, mid-sized hospitals, and single 
speciality providers to large multi-speciality hospitals, each having 
different trends in claim submission. Thus separate models may be 
needed depending on the provider type especially to identify outliers 
and peer comparisons.

Accounting for seasonal variation: It may also be important to account 
for seasonality in models, given that certain infectious diseases such 

times of the year only and there may be a sudden spurt in such claims 
during these seasons. It is important to account for such trends so that 
they do not appear as outliers in the data and the machine does not 
classify them as suspicious though they can be expected at that time 
of the year.

These inputs to the model are given by domain experts- doctors, 
medical experts, and forensic analysts to account for these factors. In 
addition, features to be inputted are selected concerning the context 

ensure that spurious causal relations are not established. Confounding 
factors should be accounted for and tests of multicollinearity should 
be applied to ensure that the model results are not biased. The data 
set is then divided into 2 parts- training data set for training the model 
and validation data for validating the results.
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hand. This requires econometrics/data science skills to understand 
the underlying distribution of the dependant and independent 
variables and the characteristics of the data to understand the 
particular modelling technique which would be most apt. For eg., 
Linear regressions assume the error terms are normally distributed 
and data is non-heteroskedastic, similarly logistic regression 
assumes the linearity of independent variables and log odds. Similar 
assumptions need to be validated and tested by the econometrician 
before the appropriate model is selected. Also, validation of the 
modelling results requires specialised medical experts who can check 
the results of the model by conducting medical audits. 

Figure 1: Data Collection and Treatment

Data Analysis: An optimal approach for data analytics involves 
using semi-supervised models or a combination of both supervised 
learning and unsupervised learning. A multi-model approach enables 

the accuracy of the results and helps take care of the limitations or 

Unsupervised learning techniques such as clustering can be used to 
classify the data followed by the development of supervised machine 
learning models such as logistic regression, decision trees etc. These 
‘non-black box’ models allow the data scientist to look at the features 

The results generated by the model can then be corroborated using 
deep learning techniques to compare the results of both models. The 
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model are then sent for desk medical audit. The threshold of the risk 
level is set as per the volumes that can be analysed by the medical 

false-positive ratio in addition to the sensitivity metrics. 

Medical audit of suspect claims: The audit process involves medical 
specialists who analyse the claims and the medical documents – 
diagnostic reports, and clinical notes to determine the necessity, 

stage, the medical auditors analyse the suspect claims generated by 

analyse the claim further and collect the appropriate evidence from 

For claims coming from neural network-based models, a two-stage 

medical documents to check if anything seems out of the pattern. 

encode them in the supervised learning algorithms. Most countries 
with strong public health insurance systems have invested in dedicated 
teams/organisations and the associated IT infrastructure to conduct 

reviewing claims and has strong systems in place to the augmentation 
of the human capacity for claims review [59]. Similarly, the Centre for 

for audit of Medicare and Medicaid claims [60]. In all cases, adequate 
evidence must be collated before the denial of the claim. If further 
evidence is needed to post the desk medical audits, the suspect cases 

shared back with the adjudicators, who can then reject the fraud claims 
and approve the genuine ones. It is also shared with analysts who use 
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the fraud. These could include the removal of certain errant providers 
from the network or requiring further documents to prove the medical 
necessity of the treatment [60]–[62].

 
Given the dynamic nature of fraud, the performance of various 
models/ algorithms should be monitored regularly to ensure that 

model to classify the suspicious claims. Further information on new 
types of disease conditions should also be fed into the model by the 
analysts. The models are constantly being trained with the inputs 

The entire process described above can be summarised in Figure 2.

adjudication

Sample audits should be conducted on false positives and false 

specialists who are highly reputed in case of certain procedures, 
get a disproportionate volume of cases. This might make them 
appear aberrant compared to their peers. Similarly, certain tertiary 
care hospitals may be handling more complicated cases even for 
the same disease, such as patients with multiple morbidities etc. In 
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that case, they may need to keep the patient admitted for a longer 
period, use branded medication and conduct diagnostic tests on a 
more frequent basis, which might make them appear to be indulging 
in waste or upcoding. It is important to recognise these differences 
and supplement the knowledge of the data with these inputs 

but also during the model-building process. Once a hospital has 

period to avoid auditing the hospital again and again for the same 
reason. This would ensure that providers do not get hassled by the 
process and help to ensure trust between the provider and payer. In 
case of claim denials, The reasons for the denial with the auditors’ 

is full transparency to the provider.

The paper examined the use of AI/ML models in the area of health 
claims fraud detection, outlining the unique nuances of healthcare 
systems that make them particularly prone to fraud. We then looked 
at the key limitations of using siloed AI/ML models in health claims 
fraud detection. The paper then laid down a comprehensive hybrid 
approach for effective fraud control where the AI/ML algorithms 
can be supplemented with the human intelligence of the analyst 
to not only accurately classify the data for modelling purposes but 
also identify more contextual features and better prediction of fraud 
trends and take corrective action.

Given the sensitivities in the case of health claims adjudication, 
where an incorrect denial of a genuine claim can lead to treatment 
denials or adverse patient health outcomes, it becomes all the more 
important to leverage AI/ML augmentation of human decisions and 
not as their replacement. The process of how the fraud is suspected 

these need to be explained to the provider. This requires a strong 

well as the speed and accuracy of AI/ML systems.
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